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1. INTRODUCTION 

The purpose of this report is to provide an overall summary of the project undertaken by the 5GRIT 

consortium over the Phase 1 period of the Department for Digital, Culture, Media and Sport 5G 

Testbeds & Trials Programme, from 1st April 2018 to 31st March 2019. 

1.1. Partners 

10 organisations form the consortium: 

• Quickline Communications Ltd – lead partner 

• Cybermoor 5G Services Ltd 

• North Pennines AONB Partnership 

• Broadway Partners Ltd 

• Blue Bear Systems Research Ltd 

• Precision Decisions Ltd 

• WT InfoTech Private Ltd 

• Kingston University 

• Lancaster University 

• Kings College London 

1.2. The Work 

The project was divided into Work Packages; which in turn lead to the development of the 

Milestones and Project Plan. 

WP 

No 

Title Objectives 

1 Project 

Management 

The main objective of this WP is the coordination and management 

of the project, aiming to ensure the project is delivered and all the 

reporting and financial reporting requirements are met.  

2 Tourism – 

augmented 

reality 

The main objective of this WP is to deliver a working 5G augmented 

reality tourism application that will be tested in the field at number 

of visitor destinations. Methodology - enhance the existing AR app 

with local caching, geofencing at 10 tourist destinations, populate the 

app with rich visitor data which is bandwidth intensive.   
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3 Agricultural Use 

Cases   

The main objective of this WP is to develop precision farming by 

combining 5G streaming capabilities with video recognition and 

machine learning.  Farm based sensors will send images and data to a 

server for analysis, giving farmers regular information on the state of 

their livestock / crops.  The WP will define requirements for the crops 

and livestock systems separately. 

4 Rural broadband 

use cases 

The main objective of this WP is to show that shared spectrum can 

deliver 30Mbs broadband in remote rural areas where there is tree 

clutter.  Develop a 5G home broadband service and install radios on 

to trial homes so they can access the service.   

5 UAS Use Case The main objective of this WP is to use the 5G network to monitor 

UAS and receive data beyond line of vision.  Integrate 5G with a UAS 

control system, and stream video and monitoring data using the 5G 

network, extending its range.   

6 Network 

Technical Design 

and Deployment   

The main objective of this WP is to build the 5G network by installing 

radios on existing masts, then commission the network to provide 5G 

services for the relevant use cases.  

7 Monitoring and 

Evaluation   

The main objective of this WP is to monitor the effectiveness of the 

use cases and 5G network. The network will be monitored using 

probes, software to understand how it performs in reality.  The use 

cases will be reviewed to understand if they give additional benefits 

to end users.  

8 Commercial 

Exploitation of 

Use Cases and 

Testbed 

The main objective of this WP is to promote the testbed and work 

with SMEs to develop alternative 5G ready business models and 

plans.  Methodology - working with businesses to promote 5G and 

potential use cases to those outside the consortium.  Supporting 

SMEs within the consortium to develop business cases around their 

new 5G services.   

9 Dissemination 

and Networking 

The main objective of this WP is to promote best practice from the 

testbed by delivering presentations, maintaining the project website, 

attending networking meetings and contributing to UK 5G network. 
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2. RESULTS 

2.1. What Went Well? 

WP No Achievements 

1 • All partners stayed committed throughout the project 

• The project underspent its original budget, most due to issues with network 

equipment not being able to deliver required performance 

• The project achieved most of its deliverables, albeit later than scheduled – also due 

to network equipment issues 

2 • Four key questions 

o Which are the ideal locations within the North Pennines to provide the 5G 

network access which can improve the visitor experience? 

o Which mobile AR experiences over 5G improve the promotion & discovery of 

local businesses and audio/video heritage content? 

o How can we measure the local economic impact of the new 5G enabled mobile 

AR services? 

o How can we measure the local social impact of the new 5G enabled mobile AR 

services? 

• Answers: each of these points is answered in detail in the WP2 report and explaining 

how they apply to the market town of Alston and its surrounding areas. 

3 • Two uses cases were assessed in detail: 

o Monitoring of sheep in extensive hill-land areas; 

o Monitoring of arable crops in intensive farming areas. 

• Outputs 

o Drone flights produced high quality images RGB and multi-spectral formats 

o Using AI to review and asses the image data required a lot of development work 

but was eventually successful (with better to come) 

o Economic benefits were assessed and although these are challenging to 

evaluate, we estimate an economic value of almost £400 for a sheep farm and 

up to £92 per hectare additional margin for arable crops. 

o The technology is still very young and recommended next steps would include 

further refinement of the specific algorithms to monitor either crops or animals. 

o Additional benefit: the potential to assess crop yields for DEFRA in a much 

quicker timescale. Improve accuracy and cost effectively deliver more reports 

per year than the current single report. 

4 & 6 Two partners developing networks: Quickline and Broadway Partners. WP 4 & WP 6 are 

closely related and are combined in this summary 

• QL networks in Cumbria, Yorkshire and Lincolnshire 
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• BP networks in Scottish isles, lowlands and Wales 

• Outputs 

o Equipment non-performance experienced by both companies 

o Performance did not always match the claims of the manufacturers 

▪ But this was pre-production models in most cases 

▪ Recommended remedial action from manufacturers did improve the 

situation but not to required levels 

o Two 5G technologies were trialled with both partners 

▪ TV White Space (TVWS) 

• In general, TVWS failed to deliver except in specific circumstances and is 

definitely not ready for general roll-out. 

• New generations of equipment due late in 2019 with claims of much 

improved performance 

▪ 60 GHz 

• In general, 60 GHz did deliver, and users are experiencing >50 mbs which 

is a huge change to their 0.5 to 2 mbs norm. 

• Assessments to continue as spring/summer arrives and tree foliage 

impedes alternative technologies – how does 5G do? 

5 UAS (Unmanned Aerial Systems) were key to two work packages WP 3 and WP 5. The 

latter is the development of the technology, WP 3 is the application of that technology. 

• Key Questions 

o Can 5G communications enable drones to: 

▪ Fly BVLOS (Beyond Visual Line-of-Sight)? 

▪ If this is feasible, it needs significant work by the CAA before it can be 

authorised for commercial use 

▪ By extension – enable remote control of drones in commercial applications 

▪ Enable live-transmission of data from drone mounted cameras to analysis 

centres at Kingston University 

• Outputs 

o Network equipment issues delayed the integration of the drones into 5G 

▪ But, the first 5G managed flights were completed at the end of Phase 1 

o Drone flights as part of WP 3 were very successful, but demonstrated the data 

management issues – a single flight could generate >10,000 individual images 

▪ Suitable 5G networks are now installed at sites to enable trials for both 

arable and livestock deliverables 

▪ Direct data transmission will be facilitated 

o Discussions / demonstrations with CAA have shown them to be very keen to 

work out any issues with BVLOS 

7 LU posed the following questions of the use cases: 
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• Use Case #1:  

o Tourism: ‘Can 5G deliver a compelling step change in tourists’ interpretation of 

their destination using Augmented Reality?’ 

• Use Case #2:  

o A rural ‘Not Spot’ broadband service: ‘Can 5G deliver 30 Mbps broadband 

complaint with BDUK’s state aid requirements in rural areas at scale?’ 

• Use Case #3: Livestock management (UAS) and Use Case #4: Crop management 

(UAS):  

o ‘Can 5G deliver productivity improvements through smart agriculture for upland 

livestock farmers and lowland arable farmers through improved monitoring and 

analysis of data gathered by drones and analysed in the cloud?’  

o ‘Can 5G deliver heartbeat and data for Unmanned Aerial Systems to allow the 

Civil Aviation Authority to permit them to fly beyond line of vision?’ 

• Outputs 

The summary only focuses on key points which are not already set out in the WP 

sections above 

o Use Case #1:  

▪ The WAM app is currently available in 26 languages and used worldwide by 

about 1 million people.  

▪ 5G enables transmission of heavy audio and video content with low latency 

- leading to good user experience for a tourist engaging with local 

information. 

▪ This makes 5G critical to rural tourist destinations so visitors and tourist 

accessing content that can significantly enhance their stay time, local spend 

and tourism experience.  

▪ 5GRIT enabled a specialist content developer to be brought in to develop 

web and app content that will enrich the tourism experience, enabling 

tourist to easily navigate the rich histories and nature-oriented experiences 

of the place.  

▪ It is currently too early in the tourism season for measurable benefits to be 

determined, but the installations so far are expected to increase tourism 

numbers, encourage tourists to visit more frequently and stay longer, and 

to encourage a higher spend in place to contribute to the local economy.   

o Use Case #2:  

▪ The WP 4 report above confirms the technical evidence of the delivery of 

broadband speeds well above the 30 mbs criterion. 

▪ These networks are still being completed and detailed monitoring of the 

clients in the use cases will be completed during Phase 2. 

o Use Case #3:  
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▪ The WP 3 & 5 reports above set out the achievements so far, as with WP 4 

the networks have only recently been installed so detailed monitoring of the 

clients in the use cases will be completed during Phase 2 

8 This report on this WP provides a very detailed technical analysis of the +’s and –‘s of 

what was found, practically in the network developments of WP 4 & 6. 

Key conclusions: 

• The experience with 60 GHz is positive but its propagation range of a few hundred 

metres will prevent its use in isolated rural communities. 

• TVWS should be a solution and the many trials have demonstrated the potential of 

the spectrum, but interference and equipment issues have inhibited the 

development of a significant network.  

o The most difficult issue being the massive interference from TV transmissions – 

often >100,000 times the power of the devices used for this trial. 

• Solutions will likely present themselves with time 

o Tighter management of the TV transmission band widths under Ofcom direction 

o Improved equipment with better management of dynamic spectrum sharing 

• Notwithstanding the challenges which arose during Phase 1 of these trials, it has 

been extremely useful to determine the limits of equipment (which was largely 

designed for the US market – where such interference is largely unknown). With the 

limits identified solutions will be found in the near future and hopefully TVWS will 

be able to fill its niche in the delivery of 5G in rural and remote areas. 

9 • Outputs 

o Each of the partners has striven to maximise the 5GRIT project and ten Testbed 

& Trials programme wherever and whenever possible 

o A total of 52 events have been logged during Phase 1 

 

2.2. What Went Less Well? 

The objective of this section is only to flag items of concern which are not already listed in the table 

above 

WP No Issues 

1 • Getting documentation in on time and in a suitable state of completion.  

• This issue was exacerbated for 5GRIT since we had developed our project to have 6 

milestone periods in place of the 4 used in the other 5 projects. 

• Action required: 

o Nothing specific – manage personnel and organisations individually based on 

lessons learned at previous milestones 
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2 • Geography, topography and seasonality 

• All of the infrastructure is ready to go – we are just waiting for the tourists to arrive 

and prove the system – hence the attraction of Phase 2  

3 • Farmers. They are busy, they are keen to get the outputs of the work so it can help 

them, but they are less keen to put in the effort which we require to enable the 

trials. 

• The technology – we’re on the absolute limit of current technology. We are 

confident about Phase 2, but only field trials will show how applicable these 

concepts can be. 

• Actions required 

o Maintain close contact with the farmers, to show them the benefits 

o Iterate with their own ideas to ensure the results are ‘farmer-driven’ to 

maximise the benefits 

o Continue liaison with DEFRA and other national organisations since some 

benefits may be of more use to them than the individual farmer. e.g. estimating 

crop yield  

4 & 6 • Apart from equipment issues, the greatest concern for delivery of outputs will be 

seasonality 

o Foliage growth – will it impact broadband connections 

o User levels in sites such as Ingoldmells – will high density use crash the systems? 

5 • Nothing other than those listed above 

7 • Equipment issues: the lack of technically sound equipment meant that a lot of work 

was put in by LU to make it work, even on a desktop basis. It did manage to achieve 

more success than with the field equipment (QL & BP). 

• Actions required: 

o Noting really: just learn the lessons of the effort that was invested trying to 

make pre-production equipment to function.  

8 • In addition to the points that already outlined for WP4 and equipment 

performance, a couple of further points to mention: 

o TVWS – the spectrum management needs to be tightened up by OFCOM – the 

TV signals are often very dirty across the spectrum and signal strengths higher 

than permitted. This has not been a problem until now when other applications 

(i.e. 5G) are wanting to use the available spectrum 

o The unwillingness of some manufacturers to face up to the problems with their 

equipment – their attitude when told of poor performance was either to cite 

other networks / countries who had no such complaint, or to suggest that this 

was a UK specific problem and the UK was only a small market on a world scale. 

• Proposed Actions: 
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o Quickline is working with alternative manufacturers, who new equipment is 

being released in Q4 2019 – and are nominated to become the UK trial base 

o NB: this would not likely have been the case had QL not been the lead partner 

of 5GRIT. 

9 Not applicable 

 

2.3. What Extra Activities Did We Do? 

As the project progressed there developed extra work tasks which were not part of the original 

DoW. Two key areas: 

• Security 

• Collaboration project (3%) 

2.3.1. Security 

Security issues rapidly became a key question for several reasons: 

• The work that Surrey University were undertaking on cyber-security 

• The critical dependence that people and organisations will have on 5G if (when) it 

delivers the full potential which is imagined by the T&T programme. 

Since the 3% project on cyber-security was already underway, 5GRIT decided to focus on physical 

security. 

Each of the operational work packages include a WP-specific section on security; the general report 

on the work completed during Phase 1 is summarised below and presented in full in the Appendix 

in Section 4. 

2.3.1.1 Security Summary 

• Physical security is well established with major telcos and associated organisations, but 

as systems become more integrated the SMEs (who tend to ignore physical security) 

represent weak spots in the established systems 

• As 5G systems become ‘mission critical’ for people and companies in their daily lives, 

system failures (deliberate or accidental) can cause chaos. 

o As evidenced by the recent failure of the O2 mobile network for 24 hrs. People were 

reliant on work and personal information arriving via their phone. Delivery drivers, 

with a van full of goods, did not where to go next. 

• 5GRIT focusses on rural applications, where mobile technology is less critical at the 

present time due to the networks not providing a high-quality service in rural areas. 

o But if the outputs of the 5GRIT project are realised, the rural communities will 

potentially become as dependent on network technology as urbanites. And once 
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established these rural communities will be unable to fall back on their traditional 

methodologies. 

o Rural infrastructure is more exposed to possible physical security risk – be that 

accidental, weather related or deliberate (vandalism or terrorism). 

• 5GRIT can’t solve issues of Physical Security, but it will endeavour significantly raise 

awareness of the risks and suggests mitigation. 
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2.4. Collaboration Projects 

Members of the 5GRIT team contributed to the following collaborative projects: 

• Cyber-security lead by 5GIC 

• Skills lead by Worcestershire 5G testbed 

In addition, 5GRIT lead the project on Physical Security.  

The results so far have been limited, possibly due to the quantity of work required to deliver to 

prime objectives of the 5 other projects. However, working in conjunction with DCMS (Oliver 

Evenden) we have recently relaunched this initiative and plan to encourage greater participation 

during Phase 2. 

3. PHASE 2 

3.1. What is Different? 

Only 8 other the current 10 partners have decided to participate in Phase 2. KCL and BP decided not 

to be involved. 

The focus of the redrawn work packages is even more on the operational deliverables, especially 

has the factors of seasonality become more relevant. 

3.2. Work Packages 

The WPs have been refocussed on delivering benefits to the operational tasks; 

Phase will be divided into 3 x 2-month periods; with a claim and milestone(s) at the end of each. 

In general: 

• 1st period will be the run-in/build-up phase i.e. the full implementation of the work that 

has been completed in Y1 

• 2nd period will be the running/testing phase 

• 3rd period will be the run-down phase towards the end of the project; final reports and 

particularly a focus on sustainability.  

There will be 4 integrated (cross partner) work-packages 

1. Agriculture 

2. Livestock 

3. Tourism 

4. Rural broadband 

Partners will work as necessary in one or more of the work packages 

• Cybermoor & Quickline will be across all packages for project management and financial 

management 

• LU will be across all 4 to monitor use cases 
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4. APPENDIX A – PHYSICAL SECURITY 

4.1. Introduction  

Security was not a priority in the brief when 5GRIT workscope was submitted to DCMS. However, 
following the initial meeting with UK5G and discussions amongst the members of the project 
partners, it was recognised that security in all senses, needed to be a bigger part of the project 
brief. Since there was already a collaborative project being developed to cover ‘cyber-security’ it 
was decided that 5GRIT would focus its efforts towards the issues of Physical Security. 
 

4.2. Definition  

For the sake of this report, we have used the following definition: 

Physical security is the protection of personnel, hardware, software, networks and data from 

physical actions and events that could cause serious loss or damage to an enterprise, agency 

or institution. This includes protection from fire, flood, natural disasters, burglary, theft, 

vandalism and terrorism. 

Having defined it, we need to consider how it should be applied to the project; both immediately, 

and in the future, as the applications being developed within 5GRIT grow into real-world activities. 

Physical security within any industry is very important, but can be overlooked by organisations, 

especially when the subject of the project and the current hot topic is network/cyber/IT focussed 

on hardware and software.  

Following the inclusion of physical security into the work package meetings within 5GRIT it became 

evident that this was indeed the case for some partners: cyber considerations were the primary 

focus. The aim of this stream is to work with partners to identify physical security issues that either 

exist or may exist (or could exist in the future as 5G develops) and propose solutions. Additionally, 

to explore possible use cases that may become evident from security or safety.  

4.3. Development 

Physical security is wide ranging, covering multiple elements such as physical attack or denial of an 

organisation’s assets, stored data, confidential information (hard or soft copies), network 

compromise, equipment, facilities, and importantly personnel. 

Traditional physical security is proving to be more challenging than previous decades as technology 

races forward there are more use and transport of ever smaller and easier concealed sensitive 

devices (like USB drives, laptops, smartphones, tablets, etc.) which enables the theft of data from 

secured areas. This emphasises the consideration of having a greater understanding of who is being 

permitted access to facilities or assets especially if the use of third parties is necessary. 

https://searchnetworking.techtarget.com/definition/hardware
https://searchmicroservices.techtarget.com/definition/software
https://searchnetworking.techtarget.com/definition/network
https://searchdatamanagement.techtarget.com/definition/data
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The growing sophistication of physical security through technologies such as artificial intelligence 

(AI) and the internet of things (IoT) means IT and physical security are becoming more closely 

connected, and as a result security teams need to be working together to secure both the physical 

and digital assets. Indeed, the industry in general is beginning to recognise this situation and 

events/workshops are beginning to develop as the previous black & white category separation 

becomes blurred. 

This blurring, in itself, creates new areas of potential threat; i.e. the possibility that threats will be 

overlooked, because it is assumed to be ‘in the other area’. 

There may be any number of reasons for attacks such as personal or financial gain or exploitation 

of vulnerable targets. If elements of physical security are not identified and risk managed from the 

offset and thereafter maintained properly, all cyber safety measures could become threatened by 

gaining physical access.  

At its core, physical security is about keeping facilities, people and assets safe from real-world 

threats. There are two factors by which the security especially of a network can be affected.  

• Environmental or force majeure such as attack by nature like a flood, or possible 

preventable issues such as fire, power fluctuation, etc. Though the information will not be 

misused, it could be hard to retrieve and may cause permanent loss of data especially 

where redundancy has not been possible.  

• An attack by a malicious party: which could include, vandalism, theft even terrorism. All 

organisations can face different kinds of physical security threats. 

4.4. Principles 

Physical principles (not limited to) deter, detect, delay, detain, of intruders and responding to those 

threats. 

• Deter – Whether this be through physical appearance, signage or perhaps even inclusion in 

media releases as to unspecified measures put in place to defend assets. 

• Detect – The sooner a threat can be detected the sooner a response plan to the incident 

can be activated. 

• Delay - This should be a risk managed measure based on risk assessments, considering 

location, threat and cost. This can range from a lock fitted to a standard external door 

through to automated access control on SR rated door sets and grilled windows. 

• Detain - In part possibly falling in with deter and the other components, detain is whether 

someone who has/is attempting to gain unauthorised access is caught. This can range from 

a Redcare alarm system with Police response through to more cost impactive mobile 

security patrol/response from a private security provider through to even a fixed manned 

presence if necessary. 
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4.5. Locations to be Considered 

Locations and even aspects of personnel security can be broken down into layers like onion, and 

principles applied as necessary.  

• Asset 

• Building 

• Perimeter 

• Beyond perimeter 

4.5.1. Physical Security & New Technology: An Example 

The introduction of a new technology once proven and tested, will bring its attractions both from 

legitimate users and persons wishing to take advantage of demand and interest in new technologies. 

For example, between 2010 - 2015, with a huge push for datacentres and services, Cisco equipment, 

in particular, was targeted heavily by organised crime, with stolen devices either falling into a 

demanding grey market or making their way to Eastern Europe to begin to build similar capabilities 

there. 

Once a 5G network is established and deployed on a large scale there is a risk that this equipment 

will be sought by criminals looking to make profit from other regions wishing to make this system 

available but unable to afford equipment at market prices. 

4.6. Security Risk Due to Public Interface 

This section considers issues of security which could arise from the resistance or dependency of 5G 

by the public. 

4.6.1. Public Resistance 

In addition to the development of measures to steps to counter the conventional issues of physical 

security, there is a growing issue of ‘fringe attitudes’ from members of the public. Equipment could 

be at risk from persons objecting to the introduction and use of 5G networks. This was experienced 

by a number of leading Telco with 4G masts attacked and damaged or suffering from arson attacks 

especially in the Southwest. This could either be from groups or individuals opposed to the Orwellian 

Big Brother capabilities they believe 5G will bring or persons concerned with the health implications 

of high frequency systems. There are already instances of vandalism and vociferous objections being 

made against some members of the 5GRIT team. 

Primary focus on cyber theft damage scare mongers  

https://www.dailymail.co.uk/news/article-6293031/Campaigners-angry-trial-mobile-phone-5G-

service.html   

https://www.dailymail.co.uk/news/article-6293031/Campaigners-angry-trial-mobile-phone-5G-service.html
https://www.dailymail.co.uk/news/article-6293031/Campaigners-angry-trial-mobile-phone-5G-service.html
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4.6.1.1 Managing the Information 

It may be essential the there is a public information exercise to try to overcome these concerns and 

resistance. We will never convince everyone, but we educate as many as possible and overcome 

any entrenched ignorance. 

With thanks to Scott Adams 

 

4.6.2. Public Interface 

Despite the potential risks which can arise from public resistance, experience has shown (as with 

4G, that after a while the level of resistance wains and only reoccurs when the next technology level 

begins to be rolled out (in this case 5G). 

However, what has not been present with earlier technology roll-outs is the consequence of the 

technology becoming so integrated into people’s day-to-day lives that they become dependent on 

it for their daily personal and work routines and then suddenly it ceases to be available, due to a 

deliberate (e.g. terrorism) or accidental failure. 

A practical example of this scenario is the recent 24 hr failure of O2 network. We have therefore, 

briefly considered the reasons behind this and in Phase 2 will address aspects of this in more detail.  

The potentially negative implications for society in the introduction of the 5GRIT network.  

In order to make a success of this project, the government and companies that develop and build 
the infrastructure would do well to give even greater consideration to the idiosyncratic groups 
they are delivering to. That there is a risk that individuals could become reliant on the advanced 
IOT generated by the 5G network, having potential impacts on physical and psychological health. 
Further to this it is suggested that with the likely lack of ‘readiness to change’ in a significant 
minority of the population that there is risk of sabotage to the network, should preparations not 
be made. 
As such the it is advisable that the developers and actioners of this technology consider how the 5G 

network will be introduced, taking into account the psychological and societal factors detailed 

above. 
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4.6.3. Network Dependency 

As discussed above, we have considered the security consequences of peoples’ reactions to a failure 

of networks on which they have come to depend. 

The consideration will include aspects of the potential psychological, societal, and cultural impact 

of 5GRIT. As the benefits are well documented this document will explore 3 key features of potential 

implications including impact on; mental health, learned helplessness, and capacity to adapt to this 

new technology. 

4.6.3.1 What is the culture, how is it changing? 

It is well documented that improved internet access can re-connect historically isolated areas of the 

world and improve accessibility and quality of life for many individuals. Improved navigation 

systems can reduce traffic, improve access to and efficiency of health care and re-connect isolated 

individuals with the world. For instance, the health service is encountering a new generation of 

young people that rarely if ever leave the comfort of their home, making the choice to avoid social 

contact with the ‘physical’ outside world. Instead these young people choose to develop a world of 

connectivity from inside their home, even finding opportunities to earn money through such 

mediums as streaming their gaming activity.  

4.6.3.2 Mental health 

Increased use of social media has been shown to significantly increase the risk of depression in 

young adults (Liu yi et al., 2016). In addition, ‘cyberbullying’ is an emerging form of aggression, which 

means that the victims are unable to avoid the threat, even when they are safely in their own homes. 

Cyberbullying is, at least, as damaging as ‘real life’ bullying and has a significantly negative impact 

on mental health (Lanstedt & Persson, 2014). With this in mind, we need to consider the 

implications of increased connectivity and access to the internet.  

4.6.3.3 Learned helplessness 

The theory of learned helplessness (LH) is well documented in the understanding of human 

behaviour and occurs when an individual repeatedly tries to complete a task only to be faced with 

obstacles or aversive stimulus which prevent them from completing that task. The conclusion is that 

the individual learns that the task is not possible for them and thus there is no point in trying. 

Coupled with the increased availability of technology that makes everyday tasks easier, it could be 

argued that simple tasks such as visiting friends or the shops are easier to engage with online 

increasing the aversion of the ‘outside world’. 

The animated feature film WALL-E brings to life a fictional presentation of the potential profound 

impact that IOT could have on society.  
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The story depicts a scenario in which, over a period of many years, humans become wholly 

dependent on technology. No longer needing to walk, feed themselves, nor communicate with one 

another face to face. Although this is a work of fiction, the film highlights an important potential 

impact of the increase in dependency and potential for learned helplessness relating to IOT.  

One anecdotal personal experience is of a Japanese tourist who was unwilling to depart from a train 

at the correct station, because the maps app on his phone did not have the correct location.  

The recent O2 data outage caused disruption in navigation, communication, and the productivity of 

companies that rely on mobile data and left Amazon drives stranded, unable to deliver packages, 

which could have been urgent medical equipment.  

This leaves us with the question of how to manage both the technological, but also the human 

distress caused should the 5G network be disrupted. 

4.6.4. How do individuals and groups manage change? 

In understanding how society may react to the IOT revolution, we need to look to historical 

responses to change. The BREXIT saga raises key questions about how a culture of society can 

respond to change. As detailed earlier in this report there is now evidence that individuals who are 

resistant to technological changes go to potentially dangerous and incriminating lengths to sabotage 

mobile masts. Whether an individual or group will accept and maintain change is contingent on 

many factors.  The stages of change model (Prochaska and DiClemente, 1978) purposes that in order 

to process and accept change, an individual needs to travel through 6 stages: 

1. Precontemplation - In this stage, people do not intend to take action in the foreseeable 
future (defined as within the next 6 months).  

2. Contemplation - In this stage, people are intending to start the new behaviour (engaging 
with 5G) in the foreseeable future (defined as within the next 6 months).  

3. Preparation (Determination) - In this stage, people are ready to take action within the next 
30 days. People start to take small steps toward the behaviour change, and they believe 
changing their behaviour can lead to a advantages for them. 
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4. Action - In this stage, people have recently changed their behaviour and intend to keep 
moving forward with that behaviour change.  

5. Maintenance - In this stage, people have sustained their behaviour change for a while and 
intend to maintain the behaviour change going forward.  

6. Termination - In this stage, people have no desire to return to their previous behaviours 
and are sure they will not relapse into old ways.  

When considering delivering a project such as this, on such a large scale, the reality that the 

population will be at different stages of readiness to change is crucial to bear in mind. Individuals or 

groups that are in stages 1-2 are likely to need further information and could become distressed or 

hostile as in the examples detailed earlier in this report. 

4.7. WP Security - Scope 

Given that the project is formed of academia and SMEs with a technology and cyber focus there are 

certain aspects of physical security that need to be addressed which are specific to each of the Work 

Packages. Therefore, each of the WP reports will include a section dealing with physical security. 

The Work Package security document was originally sent out to all project partners at the end of Q3 

2018. With time having now passed, the project moved along and matured, perhaps lessons 

partners have been asked to review their submissions. With more selection and wider deployment 

of kit, the what now seems the global race to deploy viable 5G and publicity both good and bad (5G 

health scaremongering) has this changed any of views? 

4.7.1. Status 

Responses have been provided by some but not all partners. Either they did not have time or 

resource to be able to reply to these, or they deemed that these are not applicable. 

Based on the replies it is possible to see where awareness and concerns lie within packages and 

through to individual partners. 

A recent report by Webroot into Cyber security in SMB highlights that companies did not believe 

that they were a risk and threats were limited to larger companies. 

 “It won’t happen to me” Amongst some small and medium sized businesses, there seems to be a 

shared belief that their size means they are less at risk of a cyberattack than larger enterprises. Two-

fifths (38%) of respondents say that their business is too small to be targeted by cybercriminals, 

which perhaps surprisingly rose to 43% of the largest SMBs (251-500 employees). Similarly, more 

than a third (36%) of respondents say the size of their business means that they do not have to fully 

understand cybersecurity. Notably, this rose to 46% of the companies with the biggest annual 

turnover (£500m or more). One reason appears to be SMBs’ perceptions of the data that they hold. 

Two-fifths (39%) say that their business does not hold any data that cybercriminals would find useful 

or valuable. These views are alarming. All businesses hold information which could be compromised 

and sold, whether it’s commercially sensitive data or employees’ personal details. Criminals are 

adept at finding information that will bring them profit – and will ultimately target any organisation 
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that appears vulnerable. Whatever their size, if a business leaves a door open to cybercriminals, it 

can become a victim.  

Over two-fifths of respondents (44%) say that their business could be used as an entry point to one 

of their large enterprise customers. Nearly half (48%) of the cases negatively impacted relationships, 

and almost a quarter (22%) admit they are no longer a supplier as a result. 

https://mypage.webroot.com/rs/557-FSI-195/images/Webroot-Size-Does-Matter-Report.pdf 

Within the responses or lack thereof so far it could lean towards a similarity between the finding of 

the Webroot report concerning Cybersecurity and some companies within the project. If there is a 

perceived lower threat amongst smaller companies for cyber security this could also apply to 

physical security. In some ways we could be working against the “it wont happen to me/nothing has 

ever happened” Measures beyond basic locks on doors can cost money that may difficult to justify 

without a realistic understanding of threat should it exist. Things that will need to be considered 

perhaps are things such as ‘two drunks height’ for placement of transmission equipment. 

Through further responses and discussions, we may see this as becoming similarly apparent with 

smaller companies within the scope of these projects. In practical terms SMEs are the most likely 

point of failure for bigger organisations who do have a managed approach to Physical Security 

A summary of findings so far, for each of the operational work packages, is discussed in the 

respective WP reports. 

https://mypage.webroot.com/rs/557-FSI-195/images/Webroot-Size-Does-Matter-Report.pdf

